


1. llenb ocBOeHMS] OMCHMIUIMHBI — (QOPMUPOBAaHUE 3HAHUNW M HABBIKOB,
HEOOXOAMMBIX I OpraHu3aly  NpoUeaypbl ayauta HH(OpMaIMOHHOU
0€30MacHOCTH 3aIUIIEHHBIX aBTOMATU3UPOBAHHBIX CUCTEM.

3agaum:

— HW3Yy4YEHHUE NPEJACTaBICHHUS O MeTojax cOopa M aHaliM3a CBUICTEIbCTB
aynuTa nHOOPMAIMOHHONW 0€30MaCHOCTH U UX OLICHKE;

— (opMupoBaHHE HABBIKOB HCITOJIH30BAHUS METOIOJIOTHH, CTAaHIAPTOB H
HOPMATHBHBIX TPEOOBAHUS B 00JIaCTH ayAuTa HHPOPMAIIMOHHON 0€301MacHOCTH.

2. [lnanupyemble pe3yabTaThl 00y4eHUs

B pesynbrare 0CBOCHUS JUCHUILIMHBI 00yUYarOIIUCs JOMKEH 3HATh:

— OCHOBBI CHCTEMHOTO Toaxoda K obecreueHno WHGOPMAITMOHHON
0e30ITacCHOCTH;

— METOAbl CHCTEMHOr0 aHajih3a W MAaTeMaTH4YeCKOro MOJEIUpPOBaHUs,
pUMEHSIEMbIE TPU OIIEeHKEe MHPOPMAIIMOHHOM 0€30MacCHOCTH.

B pesynbTaTe 0CBOCHHUS TUCHUIIIUHBI 00YUYaIOIMUNACS TOJKEH YMETh!

- OCYHIECTBJISITh KJACCU(UKAIMIO 3a7a4 U MPOIECCOB HHGOPMAIIMOHHON
0e30I1aCHOCTH;

— TMPUMEHATh METOABbl CHCTEMHOTO aHajlu3a U  MaTeMaTH4eCcKOoro
MOJICIUPOBAHUS ISl ayAuTa HHGOPMAIIMOHHON 0€30MacHOCTH.

B pesynbraTte 0CBOCHUS TUCHUILUIMHBI 00yUYarONIUuiCcs TOKEH BIaJACTh:

— CTaHJAPTHBIMH METOJAMKAMH aHAJIM3a COCTOSHUS WH(HOPMAIIMOHHON
0e301acHOCTH;

— TMPOTPaMMHBIMH CPEACTBAMHU ISl MPOBEJACHHS CHCTEMHOTO aHalnu3a M
MaTeMaTHYECKOT0 MOJICIUPOBAHMUS JIs Ay IUTa UHPOPMAIMOHHON O€30M1aCHOCTH.

3. Coneprxanue TMCUMILINHBI
3.1 Copep:xkaHue TUCUMILIMHBI MO NMpPoOrpamMMme, o0Iasi TPYA0EMKOCTh
KOTOpOii coctaBJisieT 510 yacos.

Ne HanmenoBanue TeMBbI M ee coAepKaHHe Konunuec
n/n TBO
4acoB

1 | OcHoBHble THUNBI ayAuTa HWHPOPMAIMOHHOM Oe3omacHOCTH. (OCHOBHBIE
BO3MOXXHOCTH COBPEMEHHBIX METOJUK aHain3a puckoB u ayaura Mb. Ilemn
nposeaeHuss ANbB. baszoBele yrpos3sl Wb, yuuTeiBaeMble INpU NPOBEICHUH
ayauta. OcCOOEHHOCTM TIPOBEJEHHMS BHEUIHETO U BHYTPEHHEro ayauTa.
OcHoBuble Tunbel ayauta Wb ¢ yderoM oxBara UM OOBEKTOB 3alllUTHI.
OCOOEHHOCTH CETEBOr0 ayIuTa.

2 | ba3oBble sTanbl ayauta MH(popManmoHHON Oe3omacHocTU. OpraHu3alOHHbIE
BONIPOCHI, pEIIEHUE KOTOPBIX I€JeCO00pa3HO Ha JTane HHUIMUPOBAHUS
nporenypsl ayaurta. ba3oBas JgokyMmMeHTanusi, HeoOXoaumas ayJUTOPCKOMN
rpynne s BBINONHEHHUs] ayauTa. OCHOBHBIE TMOJXOIbl, HCIOJIb3yeMbIe 6
ayAMTOpaMH TpH aHaluu3e JaHHbIX ayauTa. OcoOEHHOCTH peKOMEHIAlni
ayUTOPCKOM Ipymnmbl o utoram aynuta. CTpyKTypa U coJep>KaHue OCHOBHBIX
pa3fesioB ayJMTOPCKOTO OTYETA.

3 | OcHOBHBIC HampaBJICHUs ayauTa WH(HOPMAIIMOHHON Oe3omacHOCTH. OCHOBHBIC 6
COCTABIISIIOLIME  aTTecTallMd  O0BEeKTOB  HMHpopmatu3anuu.  ba3oBble
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n/n

HauMeHoBaHHe TeMBbI U ee coacpkanue

Koaunuec
TBO
4acoB

KOMITOHEHTBI KOHTPOJIS 3alIMIIEHHOCTH HH(POPMALIUU OTPaHUYEHHOTO JOCTYTIA.
CocTaB crenuanbHbIX HCCIECNOBAHMM TEXHUYECKHX CPEACTB Ha HAIWYHE
NOOOYHBIX  DJEKTPOMArHUTHBIX HW3IMy4eHHH W  HaBOMOK. OcoOeHHOCTH
IIPOEKTUPOBAHUS OOBEKTOB HMH(POPMATU3ALMKM B 3alIMIIEHHOM HCIIOJIHEHHH.
OcHosuble Bunbl AUDB. ba3oBble mpouenypsl, peaquzyemble IpHU IPOBEICHUU
AKTUBHOTO ayMTA.

[IpaBoBbIE acHeKThI ayauTa WHOOPMAMOHHONW OE30MACHOCTH M MPOTPAMMHBIE
cpenctBa ais ero peanuszanuu. OCHOBHBIE 33/1a4M, BBINOJIHSIEMBIEC CETEBBIMU
ckanepamu. OcoOenHocTn ckaHepa XSpider. ba3zoBeie aymuropckue 3anadw,
peanuzyemblie ¢ momonipl0 CRAMM. OcHOBHBIE KOMIOHEHTHI MPOrPAMMHOIO
obecnieuenus «ABanl apa». MeXIyHapoJIHBIE CTaHAAPTHI M PYKOBOJICTBA B
chepe AWb. Crpykrypa cranmapra BS7799. OcobeHHOCTH CTaHIApTOB
ISO17799 u ISO 15408. Crpykrypa crangapra COBIT. OcHoBHBIE 3Tarmbl
MpoBeJeHUsT ayAuTa B coOTBeTCTBUH co crtanpaprom COBIT. Ocobennoctu
crangaptoB BSI/IT, SYSTRUST u GIAC. XapakTepucTuKa MeXIyHapOIHBIX
crannaptoB cepun ISO/IEC 27000.

OO6mass Mozenp mporecca ayauTa UHOOPMAIMOHHOM O€30MacHOCTU OOBEKTA.
Aynut nHdopManoHHONW 0e30macHOCTH (OpraHU3aliK, aBTOMAaTH3UPOBAHHOMN
CUCTEMBI),ayiuTa HHPOPMAITMOHHOHN Oe3onacHocTH. Ha3HaveHwue, menn ayaura
nH(pOPMAITMOHHOM 6€30MacHOCTH 0OBEKTA.

Ortamnbl, mpoueaypsl ayauTa HH(GOPMAIMOHHONW O0e30MacHOCTH 3aIIUIIEHHBIX
aBTOMATU3UPOBAHHBIX CUCTEM M OpraHu3auuil. BanmonencTsue ayauTopckon
OpraHu3alyu C MpoBepsieMor opraHuzamueil. OTBETCTBEHHOCTh ayAUTOPCKON
OpraHm3ali W TpoBepsieMol opranuzanuu. OnpenerneHue o0IacCTH ayAuTa
NDb, kputepues aynura b

Metoabl OlLeHKM HHGOPMALMOHHOM 0€30MacHOCTH aBTOMATU3UPOBAHHBIX
cucteM UM opranuzauui. Monens ouenku Mb. Metoasl nusmepenust arpuOyToB
oueHkd. CrocoObl opMupoBaHUs MOKa3arenel oueHku. Kpurepun nmpuHATUS
peuieHns (GpopMHpOBaHUS PE3yJIbTAaTOB OLEHKU. MHTeprpeTanusi pe3ynbTaToB
OLICHKH.

Vrupasnenue ayautoM HHPOPMAIMOHHON Oe3omacHocTH. [lmanupoBanue
nporpammel aynura Mb. Peanusanusa u noxnep:kka mnporpammsel ayaura Ub.
KoHTpouss 1 coBeprieHcTBOBaHME Iporpammel ayauta Mb.

MexayHapoaHble, HAIlMOHAJIBHBIE W KOPHOPATUBHBIE CTAHAAPTHI u
PYKOBOJCTBa B 00JAaCTH ayJuTa M OLIEHKM MH(QOPMAIlMOHHOW O0e301acHOCTH.
MexnyHapoaHbIe CTaHAApPTHI B 001acT aynuta u oueHku Ub. HanmonanbHbie
CTaHIapThl M pPYKOBOJACTBA B o0OiacTu ayauTra U OLEHKU. Poccuiickue
CTaHJIapThl B o0nactu aynuta u oneHku Ub.

10

[InanupoBanue ayauTopcKkod mposepku. IlmanupoBanue ayaura, €ro
Ha3HaueHue W npuHUuIbl. Pa3paboTka mpeaBapuTENbHOrO M OOIIEro IIaHa
ayIuTa, ayJIUTOPCKOM INPOrpaMMbl M KOHKPETHBIX ayAUTOPCKHUX IIPOLEAYP.
CymiecTBeHHOCTh B ayauTe. AyIuTOpcKuM puck. Buasl pucka. M3ydeHune u
OLIEHKAa CHCTEM OYXTaJITepCKOr0 y4yeTa W BHYTPEHHEro KOHTpOJII B XOJe
ayauTa.

Hroro

60




3.2 Coaep:xxaHue NUCHUILIMHBI IO Mporpamme, 001as TPYAOEMKOCTH

KOTOPOii cocTaBJisieT 260 4yacos.

HaumMeHoBaHHe TeMBbI H ee coaecpkanue

Koaunuec
TBO
4acoB

OcHOBHBIE THNBI ayauTa WHPOPMAUMOHHON Oe3zomacHocTH. OCHOBHBIE
BO3MOXXHOCTH COBPEMEHHBIX METOJIMK aHain3a puckoB u ayaura Mb. Ilemn
nposenenuss AWbB. bazoBbie yrpo3st Wb, yuuTeiBaeMmble IIpu IPOBEACHUHU
ayauta. OcCOOEHHOCTM TPOBEJIEHHMS BHELUIHENO U BHYTPEHHEro ayjAuTa.
OcHoBuble Tunsl ayaura Wb ¢ ydyerom oxBara UM OOBEKTOB 3alllUTHI.
OCOo6EeHHOCTH CETEBOrO ayIuTa.

bazoBble 3Tamnbl ayaura uHGOpMaMOHHON Oe3omacHocTU. OpraHU3aluOHHbBIE
BOIIPOCHI, PELIEHUE KOTOPBIX ILEJI€CO00pPa3sHO Ha »JTale HWHULIMUPOBAHUS
npouenaypsl ayauta. basoBas JokyMeHTanusi, HeoOXoauMmasi ayIUTOPCKOM
rpynne i BBINONHEHUs] ayauTa. OCHOBHBIE HOJXObl, HCIIOJIb3yEMBbIE
aymquTopamMH TMpU aHanu3e JAaHHbIX ayauTa. OCOOEHHOCTH pPEeKOMEHIAllHid
ayJIUTOPCKOM Ipymnbl 1o utoram aynurta. CTpyKTypa U coJep:KaHue OCHOBHBIX
pa3zesioB ayIUTOPCKOTO OTYETA.

OcHOBHBIE HampaBleHUs ayauTa UHHOPMAIMOHHON Oe3omacHOCTH. OCHOBHBIC
COCTABIIAIOLIME  aTTecTallMd  OO0bEeKTOB  MH(popmatuzanuu.  ba3oBble
KOMITIOHEHTHI KOHTPOJIS 3alIUIIIEHHOCTH HH(POPMALIUX OTPaHNYEHHOTO JOCTYTIA.
CocTaB cHenuanbHbIX HCCIEJOBAaHUM TEXHUYECKUX CPEACTB HaA HaIWU4He
MOOOYHBIX  DJIEKTPOMATrHUTHBIX HW3IMYy4eHWH W HaBOMOK. OcoOeHHOCTH
IIPOEKTUPOBAHUS OOBEKTOB HMH(POPMATHU3ALMKM B 3alIMIIEHHOM HCIIOJIHEHHH.
OcHosuble Buabl AUDB. ba3oBbie npouenypsl, peanuzyemble IpyU IPOBEICHUU
aKTUBHOTO ayJMTA.

IIpaBoBbIE acmeKThl ayauTa MHMOPMALMOHHONW 0E€30MaCHOCTH U IPOrpaMMHBIE
cpeactBa misi ero peanm3anud. OCHOBHBIE 3aj[auM, BBITIOJTHIEMBIC CETEBBIMHU
ckanepamu. OcobeHHocTu ckaHepa XSpider. ba3zoBble ayauTopckue 3anaud,
peannzyemblie ¢ omoniblo CRAMM. OcHOBHBIE KOMIIOHEHTHI TPOIPaMMHOTO
obecnieueHus «ABanlapa». MexIyHapoAHblE CTaHIApThl M PYKOBOJICTBA B
chepe AWb. Crpykrypa cranmapta BS7799. OcobeHHOCTH CTaHIapTOB
ISO17799 u ISO 15408. Crpykrypa cranmapra COBIT. OcHoBHBIE 3Tambl
npoBeseHust aynuta B coorBercTBUM co cTanpaproM COBIT. Ocobennoctu
crannaptoB BSI/IT, SYSTRUST u GIAC. Xapakrepuctuka MexIyHapOAHbBIX
crangaptoB cepuu ISO/IEC 27000.

OOmast Mozenb mpoliecca ayauTa MHPOPMALMOHHOM 0€30MacHOCTH OObEKTa.
Aynut nHdopmanMoHHONW 0e30nmacHOCTH (OpraHMU3aliK, aBTOMAaTU3UPOBAHHOMN
CHCTeMbl),ayiuTa nHpopMaMOHHOI Oe3onacHocTH. HazHnauenue, 1iens aynuta
MH(OPMaLIMOHHON 6€30MacCHOCTH 00BEKTA.

Ortanbl, Npoueaypbl ayauTa MH()OPMAIMOHHONW 0e30MacHOCTH 3aIlMIIEHHBIX
aBTOMAaTU3MPOBAHHBIX CUCTEM M OpraHu3anuil. BzanMmonencTeue ayauTopcKon
OpraHM3alyu ¢ ImposepsieMol opraHuzanueil. OTBETCTBEHHOCTh ayIUTOPCKOU
OpraHu3any M IpoBepseMoil opraHuzauuu. OmnpeneneHue oOiacTH ayauTa
Nb, xpurepues ayaura b

Metonapl omeHKHM HMHGOPMAIMOHHON 0€30MacHOCTH aBTOMAaTU3MPOBAHHBIX
cucreM U opranuzanuii. Mogens ouenku Ub. Meroabl nsmepenus: arpuOyToB
orieHkH. Croco6s! hopMupoBaHUs MoOKa3aTenell oneHku. Kputepun npussTus
pemieHust GOpMHUPOBAHUS PE3yNbTaTOB OlleHKU. MHTepnperanus pe3ynbTaToB
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Ne HaumeHoBaHue TeMbI U ee COJAepKaAHUe Koaunuec

n/n TBO
4acoB
OLICHKU.

8 | YopaBnenue aymutoMm uHpopmanuoHHOW Oe3omacHocTH. [lmanupoBanue
nporpammel ayaura Mb. Peanmsanusa u noanep:kka mnporpammsel ayaura Ub. 4
KoHTtpouss 1 coBeprieHcTBOBaHME porpammel ayauta Ub.

9 | MexayHapoaHble, HAlMOHAJIbHBIE M KOPIOPAaTHUBHBIC CTAaHAAPTHI u
PYKOBOJICTBa B O0OJACTH ayJuTa M OLIEHKH MH(QOPMAIMOHHONW 0e30MacHOCTH.
MexnyHapoJHbIE CTaHAAPTHI B 00JacTH aynuta u oueHku Ub. HanmonanbHbIe 4

CTaHJApThl U pYKOBOJACTBA B o0OJIaCTM ayauTa M OLEHKH. Poccuiickue
CTaHJapThl B obnactu aynura u oueHku Ub.

10 | [ImanupoBaHue aynUTOPCKOM TpoBepku. IlmanupoBanue ayaura, e€ro
Ha3HaueHUEe W TpUHIMIEL. Pa3paboTka mpeaBapUTENLHOTO M OOLIETo IIaHa
ayquTa, ayJIuTOPCKON MporpaMMmbl M KOHKPETHBIX ayAUTOPCKUX MPOLEAYD.

Cy1iecTBEHHOCTh B ayauTe. AynuTopckuid puck. Bunel pucka. M3yuenue u 4
OLIEHKAa CHCTEM OYXraJITepCKOro y4yeTa M BHYTPEHHEro KOHTPOJII B XOJe
ayauTa.

Htoro 40

4. OneHOYHbIE CPeICTBA

dopmMa aTTecTalli — IK3aMeH.

Bomnpocsl k 3k3aMeH:

1.Aynut nandopmanmonHoit 6e3onacuoctu (Mb): monstue, 3amnauu, nenu

2.CTaHmapTel ¥ TpPaKTUKH, MPUMEHSEMble B ayauT. ba3zoBble NPUHIUIIBI
aynura Ub.

3.Kpurepun nennoctu aynut-zaxmouenusi. OcHoBHble 3Tansl Ub-ayaura u
UX cozepkaHue. JJokyMeHTsI, co3naBaeMble B pesyiabrare Mb-ayaura.

4 Hanpasnenust Mb-aynura. Bo3moxubie pesynbrarsl npoBenenus Wb-
ayJuTa.

5.MHpopMallMOHHBIE TEXHOJOTUHU, BOCTpeOOBaHHbIE B coBpeMeHHOM Mb-
aynute. [Tomexu Ub-ipoekram.

6.CtangapThl 1 METOMKH B 06sacTH pazpabotku Nb-aynura.

7.Cranmapt TOCTP  50922-2006: Ha3zHaueHue, CTpPyKTypa, oOJacTu
IPUMEHEHUS.

8.Cranmaptel ISO/IEC 17799:2005: nHaznadyeHue, 00JIacTh NPUMEHEHUS,
CTPYKTYpa.

9.Uepapxuueckas ctpykrypa Mb-aynura.

10.Ananmu3 TpeboBanumii u omnpeneneHue crneuudukanuu Mb-aynura
nporpaMmmHoro ooecrneuenusi. TpeOoBaHus K cielU(pUKALIH.

11./Ilunamuueckoe nporpaMMupoBaHue B 3aiaue odecreuenus Ub.

12 Ilonstue Hanexnoctu. Ctpykrypa 'OCT 27 — HaneKHOCTh B TEXHHKE.

13.Mojaenu Haie)KHOCTH B TEXHHUKE.

14.CgoiicTBa, XapaKTepu3yrII1ue HaJIe)KHOCTb.

15.Hanexxnoctu mnporpamMmMHoro ooecnedeHus. OOBEKTHl  YSI3BUMOCTH
MPOrPaMMHOTO OOeCIeYeHus U AecTaOMIn3upyronue hakTOphbI.




16.06ecnieueHre HAIEKHOCTH HA PA3UYHBIX JTAlmax XU3HEHHOTO IIHUKIIA
BBIYHCIIUTEIBHBIX CUCTEM.

17.Ceptudukaruss nporpaMmMHOTO oobOecrnedeHus. PBIHOK mporpaMMHBIX
CPEIICTB.

18.McTtounuku yrpo3 st UHTepHeT-pecypcoB U yTH UX HEUTpalIu3aliu.

19.MeponpusTus, obecneunBaroime npueMieMsid yporenb Ub.

5. IlepeyeHb OCHOBHOH M [IONOJIHUTEJbHOW Y4YeOHOW JIMTepaTyphbl,
He00X0AMMOii VIS OCBOCHUS AU CHUIIIUHBI

OcHoBHas nuTeparypa:

1. Tansu, D.I'. Jlanabpie: xpanenue u o0padoTka: Yueonuk / D.I'. Jlansn. —
Mocksa, 2019.

2. EnpuanmnoBa, H.b. IlpaBoBble OCHOBBI 3amUThl HHGOPMALUU C
OTpaHUYECHHBIM JIOCTYIOM : yuyeOHoe nocobue / H.b.EnpbuanunoBa. — PocToB-Ha-
Hony - Taranpor : U3narensctBo FOxHOTO (henepanbHOro ynusepcurera, 2017.

JlonoHUTENbHAS INTEpaTypa:

3. HoBukos, B.K. OpranuszaiioHHO-TIpaBOBbIE OCHOBBI MH(OPMALMOHHON
oe3onacHoctu. KOpuanueckass OTBETCTBEHHOCTh 3a MpaBOHApYIIEHUs B 00JacTu

uHpopmaImoHHou 6e3onacHocTH : yuebHoe nocobue / B.K. HoBukoB. — Mockaa,
2015.

Pa3paboTuuk:

3aBenyrommii kadenpoit BMUKE,

npodeccop, KaHaAuAaT 3JKOHOMUYECKUX HayK,

TOLIEHT JL.LH. XpamoBa

Kanaupar negarornyeckux Hayk,

cTapmuii mpenojasarens kageapst BMUuE A.B. @upep
CornacoBaHo:

CornacoBaHo:

Hexan @10 JI.C. lImynbckas



