


1. Ileb OCBOEHUN AUCHUILIHHBI — POPMUPOBaHUE y 00YJAIONIUXCS 3HAHUI
U yYMCHUH IO 3alIUTe KOMITBIOTEPHBIX CETCH C NPHUMEHCHUEM COBPEMEHHBIX
IIPOrpaMMHO-AIAPaTHBIX CPEACTB.

3agaum:

— QopMupoBaHHE TPEACTABICHHS O METOJaX M CPEACTBAX 3aIllUTHI
nH(OPMAITUU B KOMITBIOTEPHBIX CETSIX;

—  (opmupoBaHWE  TPEACTABICHUS O  TEXHOJOTHMH  MEXKCETEBOTO
DKpPAaHUPOBAHMUS;

— (hopMHpPOBaHNE YMEHUS MTOCTPOCHUS BUPTYATbHBIX YaCTHBIX CETEH.

2. [lnanupyemble pe3yabTaThl 00y4eHUs

B pe3ynbrare 0CBOCHUS JUCHUILUIMHBI 00YUYaIOIIUICS JOKEH 3HATD:

— TEXHOJIOTUU OOHAPYKEHUSI KOMIIBIOTEPHBIX aTaK U UX BO3MOKHOCTH;

— BO3MOXHOCTH M OCOOCHHOCTH WCIIOJIb30BAaHUS CIEIMATM3UPOBAHHBIX
IPOrpaMMHO-AMIAPATHBIX CPEACTB IMPH NPOBEICHUU ayAuTa HUHGOPMAIIMOHHON
0e30I1aCHOCTH;

— OCOOEHHOCTH peasii3alii METOJIOB 3allUThl HH()OPMAIIUU COBPEMEHHBIMU
MPOTrpaMMHO-aNNapaTHbIMU CPEACTBAMH.

B pesynbTaTe 0CBOCHUS TUCHHUTIIUHBI 00YUYaIOIMIUNACS TOJKEH YMETh!

— BBINOJHATh (PYHKIMM aJMUHUCTpaTOpa O€30MaCHOCTH 3allUIICHHBIX
KOMITBIOTEPHBIX CUCTEM;

— HacTpauBaThb TIOJIMTUKY OE30MAaCHOCTH CpPEJICTBAMU MPOTPaMMHO-
amnmapaTHbIX KOMILJIEKCOB CETEBOM 3alUThl HHGOPMAIUK;

— TIPUMEHSITh MEXaHW3MBI 3allUThl, pEalM30BaHHbIE B MPOTPAMMHO-
amnmapaTHbIX KOMILJIEKCaX, C IEJIbI0 MOCTPOCHUS 3allMIIEHHBIX KOMIBIOTEPHBIX
ceTel;

B pesynbTaTe 0CBOCHUS TUCIUTIITUHBI 00YUYaOIUNACS TOJDKEH BIaJACTh:

— CpeacTBaMHU aJMUHHCTPUPOBAHUS CETEBBIX IPOrPAMMHO-ANIAPATHBIX
KOMITJIEKCOB 3aIIUThl HH(OPMAITNH;

— CpeACTBaMU aJIMUHHCTPUPOBAHUSI CUCTEM OOHAPYKEHHSI KOMITbIOTEPHBIX
aTak;

— CpEeACTBaMHU aJIMUHHCTPUPOBAHUS CHUCTEM OpPraHU3alUHd BUPTYAIbHBIX
YaCTHBIX CETEH.

3. ConeprxkaHue TMCUMIINHBI
3.1 Coaep:xkaHue AUCUMILIMHBI [0 NpOrpaMme, o01asi TPyA0eMKOCTh
KOTOpoi cocraasier 510 yacos.

Ne HanmeHnoBaHue TeMBI M ee COAepKaHHe Konunuec
n/n TBO
4acos




HauMeHoBaHHe TeMBbI U ee coacpkanue

Koaunuec
TBO
4acoB

[Tonatne u KinaccupuUKays arak Ha KOMIBIOTEpHbIE ceTH. OCHOBHBIE THIIBI
cereBblx aTtak. CpencTBa peaiu3alMd aTtak. MexaHU3Mbl THIIOBBIX aTak,
OCHOBAaHHBIX Ha YSI3BUMOCTSIX CETEBBIX IIPOTOKOJOB. ATaKHM Ha CETEBBIC
CIIy’)kObl. ATakd C HCIOJb30BAaHHUEM IMPOMEKYTOUHBIX Y3JI0B U TEPPUTOPHIA.
TexHonornu oGHapy)eHHUS KOMIBIOTEPHBIX aTaK U MX BO3MOXKHOCTH. [Ipsimble
U KOCBEHHbIE TNPHU3HAKH aTak. Meroapl oOHapykeHus artak. CHrHaTypHBIH
aHanM3 U oOHapyxeHue aHomanuil. Kmaccuduxamms cucreM oOHapyKeHUs
atak (COA). Ceresbie u y3noBbie COA. TpeboBanus, npeabsasisiembie K COA.
Crangaprusanus B obnactu oOHapyxenwus arak. Apxurekrypa COA. Tumosas
apxutektypa COA B cocraBe CeHCOpa, MOAYJS YIpaBICHHs, aHAIU3aTOpa,
Habopa  TPOTOKOJIOB  B3aMMOACWUCTBUS M CPEACTBA  pEarMpOBAHUS.
Oxcmyatauusi COA. Bapuantel paszmemenuss COA. Pa3MmelieHne ceHCOPOB
COA. PearupoBanue Ha uHUUAEHTHI. [IpoOnemsl, cBsizanHble ¢ COA.
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Crpareruu u cpeicTBa MeXceTeBoro s3kpaHupoBanus. CozjaHue 3allUIIEHHbIX
CerMEHTOB nIpu pabore B cetu MHTEpHET C HCHOIB30BAaHHEM MEXKCETEBBIX
skpaHoB. TpeOoBanus pykoBoaammx 1gokymMmeHToB @DOCTOK Poccun k
MexceTeBbIM 3KpaHaMm. O030p nokymentoB RFC, permaMeHTHpyrOmmx
UCIOJIb30BAHUE MEXKCETEBBIX IKPAHOB. THIIBI MEXCETeBBIX IKPaHOB. Cxembl
MEXCETeBOr0 AKpaHupoBaHus. DuibTpanus nakeroB. Kpurepum u mpasuia
GbuIbTpanum. Peanuzanus MaKeTHBIX (GUIBbTPOB. [TonsiTue
JEeMUAJTMTAPU30BAHHON 30HBI. YKPEIUICHHBI KOMIIBIOTEp OAaCTHOHHOTO THIIA.
Opranu3anuss y3j70B JUIsl  OTBJCUEHHMs BHUMAaHMS  3JI0YMBILIUICHHUKA.
OcobeHHOCTH (UIBTPALIH PA3IMYHBIX THIIOB Tpaduka. [lakeTHbI GUIBTP Ha
6aze OC Windows 2000-XP. Cnyx6a RRAS. Ilporpamma ympaBieHus
ciry:x60it RRAS. Imto3sr npuknagaoro yposus. Cepsep SQUID, npuHIHIBI
paboThl, BapHaHTHI KOHPUTYpalLlUH.
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[IpumeHeHne TEXHOJIIOTUHM TEPMUHANBbHOrO joctyna. OOmue cBeAeHHS O
TEXHOJIOTUH TEePMHMHAIbHOTO Joctyna. ObecneueHne Oe€30MacHOCTH cepBepa
OC Windows Server 2003. Hactpoiika cepsepa MSTS. Hactpoiika nmpotokomna
RDP. Cnyx6s!1 katanoros. O0miue cBeieHus o ciyx0ax katanoroB. CTpykTypa
kataiora LDAP. Cucrema eamHoro BXoJa B CE€Thb Ha OCHOBE MPOTOKOJA
Kerberos. Co3ganue eanHOro mpocTpaHcTBa Oe3omacHOCTH Ha 0Oaze Active
Directory.
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Hroro

70

3.2 Copep:xkaHue AUCUMILIMHBI [0 NPOrpaMme, o01asi TPyAO0EMKOCTb

KOTOpO# cocTraiisier 260 yacos.

HanmeHoBaHMe TeMBbI M €€ coaepkaHue

Koanuec
TBO
JacoB

[TonsTre u knaccudukaus aTak Ha KOMIIbIOTEpHbIE ceTH. OCHOBHBIE THIIBI
cereBblx aTtak. CpexncTBa peann3anMM aTtak. MexaHU3Mbl THIIOBBIX aTak,
OCHOBaHHBIX Ha YSI3BUMOCTSIX CETEBBIX IIPOTOKOJOB. ATakd Ha CETEeBbIE
CIIy’KObI. ATaku € HCIIOJIb30BAaHUEM MPOMEKYTOUHBIX Y3JO0B M TEPPUTOPHA.
Texnonoruu oOHapyXeHHs] KOMIIBIOTEPHBIX aTak U UX BO3MOXKHOCTH. [Ipsimbie
U KOCBEHHBbIE MpPHU3HAKH aTak. Meronsl oOHapyxkeHHs aTtak. CUTrHaTypHBIN
aHanu3 U oOHapyxeHue aHomanuil. Knaccuduxamnus cuctem oOHapykeHUs
atak (COA). Cereble u y3n0Bbie COA. TpeGoBanus, npenbssiusemble K COA.
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Ne
n/n

HauMeHoBaHHe TeMBbI U ee coacpkanue

Koaunuec
TBO
4acoB

Crangaprusanus B obnactu obHapyxkenus atak. Apxutekrypa COA. Tunosas
apxutektypa COA B cocrtaBe CeHCOpa, MOAYJS YIpaBiICHHs, aHAIU3aTopa,
Habopa  TPOTOKOJIOB  B3aMMOACWUCTBUS M CPEICTBA  pEarMpOBAHUS.
Oxcmiyatauusi COA. Bapuantel paszmemenuss COA. Pa3MmeleHne ceHCOPOB
COA. PearupoBanue Ha uHUUAEHTHI. [IpoOnemsl, cBsizanHbie ¢ COA.

Crpareruu u cpeJcTBa MEXCETeBOro 3kpanupoBanus. CozqaHue 3alUIIeHHbIX
CerMEHTOB npu pabore B cetu VHTEpHET C HCIOIB30BAaHHEM MEXKCETEBBIX
9KpaHoB. TpebOoBanus pykoomsamux gokymeHToB @DPCTOK Poccum
MexceTeBbIM 3kpaHaMm. O0630p nokymentoB RFC, permameHTHpyOMMX
HCIIOJIb30BAHNE MEKCETEBbIX KPAaHOB. THIIBI MEXCETEeBBIX SKpaHOB. CXeMbI
MEXCETEBOI0 dKpaHupoBaHus. DuibTpanus naketoB. Kpurepunm u npasumiia
bunbTpanuu. Peanuzanus MaKEeTHBIX ¢bunbTPOB. [Tonusitue
JEMUAJIMUTAPU30BAHHON 30HBI. YKPEIUICHHBI KOMIBIOTEp OAaCTHOHHOTO THIIA.
Opranuzands  y3J10B JAJs  OTBIEYEHHUS BHHUMAaHUS  3J0YMBILIUICHHHUKA.
OcobeHHOCTH (UIBTPAIH PA3IMYHBIX TUIOB Tpaduka. [lakeTHpId GUIBTP HA
6aze OC Windows 2000-XP. Cnyx6a RRAS. Ilporpamma ympasieHus
ciry:x60it RRAS. Imto3sr npuknagaoro yposus. Cepsep SQUID, npuHIHIBI
paboThl, BApHAHTHI KOHPUTYPALIUH.
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[IpumMeHeHHe TEXHOJIOTUH TEPMUHAIBHOIO jocrtyna. OOmue CBEAEeHUs O
TEXHOJIOTUU TepMUHANIBHOTO Joctyma. OOecrieueHne 0E30MacCHOCTH cepBepa
OC Windows Server 2003. Hactpoiika cepsepa MSTS. Hacrpoiika npotokosia
RDP. Cnyx0b1 kaTanoros. O6mmue cBeeHus o cinyx0ax katanoros. CTpykrypa
kataiora LDAP. Cucrema egmHOro BXoJa B CE€Th Ha OCHOBE IPOTOKOJIA
Kerberos. Co3nanmne enuHoro mpoctpaHcTBa Oe3omacHocTd Ha 0asze Active
Directory.

20

Hroro

50

THIIbBI

COA.

4. OneHOYHbIE CPeICTBA
dopmMa aTTecTallMM — IK3aMeH.
Bonpocsl K 3xk3aMeny:

1.IlonsiTue u knaccudukalms aTak Ha KOMIIbIOTEpHbIe ceTh. OCHOBHBIE

ceTeBbIX aTak. CpeacTBa peaau3aluu aTak.

2.MexaHu3Mbl THIOBBIX aTaK, OCHOBAaHHBIX HA YSI3BHUMOCTSIX CETEBBIX
MPOTOKOJIOB. ATaKH Ha CETEBBIC CITY>KOBI.

3.ATaKu C UCTIOJB30BAHUEM TIPOMEKYTOUHBIX y3JI0B U TEPPUTOPHIA.

4. TexHonoruu oOHapyKEHU KOMITbIOTEPHBIX aTaK U UX BO3MOKHOCTH.

S5.IIpsiMbie 1 KOCBEHHBIC TPU3HAKH aTaK.
6.MeTop1 0OHApYKEHUS aTak.
/.CUrHaTypHblii aHaJIu3 1 OOHAPYKEHHE aHOMAJTUH.

8.Knaccudukarmus cucrem odHapyxenus atak (COA). CeTeBble U y3JI0BbIE

TpeboBanus, npeabsiBisiembie K COA.

9.Cranmaptuzanus B o01acTu oOHapykeHus atak. Apxutekrypa COA.
10.TunoBas apxurektypa COA B cocTtaBe CEHCOpa, MOJIYJs YIpaBicHUS,
aHanM3aTopa, Habopa MPOTOKOJIOB B3aUMOJICHCTBUS U CPEJICTBA PEarnpOBaHUSI.




11.9kcmyatanuss  COA. Bapuantsl paszmenienuss COA. Pa3memenue
cencopoB COA. PearupoBanue Ha uHIACHTHI. [Ipo6aemsl, cBsa3annbie ¢ COA

12.Ctpateruu u cpecTBa MEXCETEBOTO SKPAHUPOBAHUS.

13.Co3nanue 3amMIIEeHHBIX CErMEHTOB NIpu padoTe B ceT MHTepHET ¢
MCITOJIb30BAHUEM MEXKCETEBBIX IKPAHOB.

14 Tpe6oBanus pykoBoasmux gokymeHToB ®CTIK Poccun k MexkceTeBbIM
HKpaHaM.

15.0630p mokymentoB RFC, permaMeHTHpYOMIMX  HCHOJb30BaHUE
MEKCETEBBIX SKPAHOB.

16.Tumbl Mex)ceTeBBIX 3KpaHOB. CXeMbI MEKCETEBOTO SKPaHUPOBAHUA.

17.®unprpanus naketoB. Kputepun u mpaBuna ¢unsTpauuu. Peanuzanus
MaKETHBIX (UIBTPOB.

18.IToHsiTHE NTEMUTUTAPU30BAHHOM 30HBI.

19. VkperieHHbI KOMIIBIOTEp 0ACTUOHHOTO THTIIA.

20. Opranu3zaiiysi y3J10B JjIsl OTBJICYEHUS BHUMAHHUS 3JI0YMBIILJICHHUKA.

21.0cobeHHocTy (GUIBTpAIMK PA3IMYHBIX TUIIOB TpaduKa.

22 Ilakernbiit punsTp Ha 6a3e OC Windows 2000-XP.

23.Cnyx6a RRAS. [Iporpamma ynpasnienus ciyxk00it RRAS.

24 1mo3sl nipukiagHoro ypoBHs. CepBep SQUID, npunnmmbl padoThl,
BapUaHThI KOHPUTYpaIUH.

25.IIpuMeHeHne TEXHOJIOTUN TEPMUHAIBHOTO aocTymna. OOmme cBeeHus o
TEXHOJOTHH TEPMUHAIBLHOTO TOCTYTIA.

26.06ecneuenne 6e3omacHoctu cepeepa OC Windows Server 2003,

27.Hactpotika ceppepa MSTS.

28.Hactpoiika npotokona RDP. Cmyx0Ob1 katamoros. OOmme cBeneHus o
CITy>K0ax KaTaJIoros.

29.Ctpykrypa karamora LDAP. Cuctema eauHOro BX0Ja B CETh HA OCHOBE
npotokosia Kerberos. Co3maHue eauHOTO MPOCTpaHCTBAa O€30macHOCTH Ha Oasze
Active Directory.

5. [lepeyeHb OCHOBHOWH M [IONMOJHUTEJIbLHOW Y4eOHOW JHMTepaTypbl,
He00X0MMOi1 VIS OCBOCHUS AU CHUIIIUHBI
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nocobue / H.W. Cunanckuii. — ExatepunOypr, 2015.

2.Xopes, [1.b. MeToas! u cpeacTBa 3ammThl HHGOPMAITUU B KOMITBIOTEPHBIX
cuctemax: yueonuk / [1.b. XopeB. — Mocksa, 2016.

JlonosiHuTENBHAS TUTEpaTYypa:

3.Cunanckuii, HWU. O.H. VYrpo3sl  0€30macHOCTH  KOMITBIOTEPHOMU
unpopmaruu / H.U. Cunanckuii, O.H. Co6ones. — Exatepunoypr, 2016.

PazpaboTunk:

3aBenyromuii kadenpoit BMUUE,

npodeccop, KaHIUAAaT IKOHOMHUUECKUX HaYK,

JOLEHT JL.H. XpamoBa
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Kanaunar nenrarornyeckux Hayk,
cTapuil npenoaasatesb kagpeapsl BMUKE
CornacoBaHo:

CoracoBaHo:
JHexan /10

A.B. @upep

JI.C. Imynbckas



